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Job Title: Security & Systems Administrator - Systems Engineeer Technology

	Role Purpose (position scope)

	The Mission Systems Security and System Administrator is responsible for the administration, maintenance, security, availability and integrity of mission system environments across classified, sensitive, networked and standalone platforms. The role ensures mission-critical systems remain operational, secure and compliant through effective system administration, cyber security controls, account management, backup and recovery activities, hardware maintenance and configuration management.
The postholder will provide day-to-day technical support for mission systems, supporting operational users and project teams through the complete system lifecycle, including system builds, deployment, sustainment, troubleshooting, recovery and decommissioning. The role is also responsible for implementing and maintaining data protection measures, including encryption technologies and secure handling processes, to protect mission and customer information.




	Line Manager
	Dotted Line
	Direct Reports
	Dotted Line

	Chief Engineer
	None
	Senior Mission Systems Lead
	None



	Key Responsibilities

	Work in accordance with company Safety, Health and Environmental (SHE) policies and procedures.
Support a collaborative team environment through effective communication and professional conduct.
Ensure all activities are delivered in compliance with applicable quality, security and engineering standards.
Administer, maintain and patch secure mission system environments across networked, standalone and air-gapped platforms.
Support the development, integration, deployment and sustainment of mission systems within a technology development environment.
Manage system security, encryption, user accounts, backups and recovery processes.
Build, configure, maintain and troubleshoot mission system hardware and software.
Investigate and resolve system, network, hardware and cyber security issues.
Maintain system documentation, configuration records and technical baselines.
Contribute to continuous improvement activities that enhance system performance, security and supportability.
Deliver assigned activities to agreed cost, schedule and quality requirements.
Support customer, supplier and internal stakeholder engagements as required.
Travel within the UK and overseas to support business and customer needs where necessary.
Undertake other duties commensurate with the role and level of responsibility.




	Core Competences

	Technical aptitude in the administration and support of secure IT and mission systems.
Strong analytical and troubleshooting skills.
Demonstrates a genuine interest in technology and cyber security, with a proactive approach to continuous learning and technical development.
Effective communication, technical writing and stakeholder engagement skills.
Ability to work effectively within multi-disciplinary engineering teams.
Excellent planning, organisation and prioritisation skills.
Attention to detail with a focus on quality, security and compliance.
Self-motivated, proactive and adaptable.
Sound judgement and decision-making capability.
Commitment to continuous improvement and professional development.
Alignment with Draken values, behaviours and safety culture.

	Experience

	Demonstrable experience supporting and maintaining secure mission systems, IT infrastructure or technology development environments.
Experience administering networked, standalone and air-gapped systems.
Experience of system administration activities including account management, system builds, software deployment, patching, backup and recovery.
Experience troubleshooting and resolving hardware, software, network and security issues.
Familiarity with system security controls, encryption technologies and configuration management practices.
Experience supporting system integration, test and deployment activities.
Proven ability to deliver against competing priorities, deadlines and operational requirements.
Demonstrable commitment to continuous improvement and process optimisation.

Desirable
Experience within Defence, Aerospace, Government or Mission Systems environments.
Experience with BitLocker, Viasat encryption or other cryptographic solutions.
Experience supporting accredited or classified systems.
Relevant Microsoft, Cyber Security or IT Infrastructure certifications.



	Key Measures

	The Safety, Quality and Regulatory compliance of all activities.
Contractual delivery compliance, customer satisfaction and organisational reputation.
Compliance with all Draken Policies, Processes and Procedures and company ethics.
Contribute to delivery of continuous improvement and change in line with best practice.
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